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Week 09:

Set up the exploits and set up baseline of monitoring on machines

The exploits are meant to simulate client side attacks on the two XP workstations. I am not going to go so far as to setup up actual email accounts for them; instead I simulate a malicious email attachment of a pdf file on one machine, and a malicious email link on the other. The pdf will be generated via metasploit, the payload will be a meterpreter session (by necessity it must be reverse in nature). The malicious link will be simulated by just opening a browser on the client and going to the link. I may just use metasploit for this, but fast track also features an "auto client side attack" mode that will populate a webpage with every applicable form of badness so I may try that as well.

Week 10:

Execute exploits and investigate whether monitoring has detected anything

This will be a test of our ability to monitor what changes are going on and see if we detect anything. The workstations are just vanilla installs, so we will have to use native tools (event viewer mainly) to see what changes are visible. Snort will hopefully pick up the original traffic, where the workstations go out and get infected.

Week 11:

Investigate methods to pivot in the internal network

This section will involve investigating all the methods available for increasing a foothold in the network. This could be creating user accounts, dropping trojaned files, setting up a backdoor listener (that would involve some port forwarding with the VirtualBox NAT engine) etc.

Week 12:

Attempt to compromise other machines

Decide which pivot methods seem the most viable, and use them to try and breach other machines on the network.

Week 13:

Investigate whether monitoring has detected anything

Take another look at our monitoring methods and see what is working and what isn't. This should involve Snort a lot more since we are sending traffic over the LAN. There is also the potential for more interesting Event Log evidence (or lack thereof). The Server 2008 OS has a very different event log philosophy and implementation than the XP OS does. This difference could be good, in that we can look for aberrant behavior in more specific ways; it could also be bad due to an overwhelming amount of noise with that many logs.

Week 14:

Finalize any loose ends. Document conclusions

The final two weeks would be spent analyzing results, attempting to draw useful conclusions, and polishing lab documentation.

Week 15:

Continue week 14.

